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Who am I?

ChangKyu Song

Head of Live Infra Technology Department, Nexon

1999, developed HanStar, a Korean Localization Utility for Starcraft
1999, Gabriel Knight 3 Korean Localization
2001, Worms World Party Korean Localization

2002, Crazy Arcade BnB (Arcade) Programmer

2002-2003, Dizzy Pang (Puzzle Arcade) Lead Programmer

2004-2006, Big Shot (2D Shooter) Lead Programmer

2006-2010, Bubble Fighter (Third-person Shooter) Lead Programmer
2010-2011, Mabinogi 2 (3D MMORPG) Programmer

2011-2014, Dungeon & Fighter (2D Action MORPG) Technical Director
2014-, Head of Live Infra Technology Department, Nexon
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About Nexon

. A Korean Publisher
Running many games for a long time
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About Nexon

- A Korean Publisher
Running many games for a long time

- >30 PC titles

- Dungeon & Fighter, Maple Story,
Bubble Fighter, ..
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Last week Nexon announced its financial results for the fourth quarter and fiscal year
A b O u t N exo n ended December 31, 2015 with financial growth across the board. The full year revenue

for Nexon came to 190.3 billion yen (USD1.67 billion), a 10 per cent jump on

2014. Meanwhile, operating income grew by over a third (37 per cent) to reach 62.3

billion yen (USD 0.51 billion). Nexon's Clash of Clans-esque strategy title DomiNations

was among the new releases helping to drive revenue, as the game’s popularity surged
20 1 5’5 fu I | yea r reve n u e ° following its release in April.

Q4 alone delivered a seven per cent rise versus the previous year, with ‘higher than

expected’ Dungeon Fighter and HIT sales boosting revenue to 45.8 billion yen (USD 0.37

$1.67 billion =~

“Nexon’s solid performance throughout 2015
1 90 3 b||||0n yen) was driven by our relentless focus on the

quality of our live and new games and the

expansion of world class partnerships. Our

full-year revenues, operating income and net

income all grew year-over-year, reflecting the

Nexon CEQ Mahoney

positive response from players of our high-

quality titles,” said president and CEO Owen
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Fighting against Legacy -
Running game for a Long Time

Finding hotspot in source code by change analysis
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Working on Dungeon & Fighter

Joined and worked as Global Development Lead and Technical Director in 2011

-+ One of most successful game in Nexon
(*Neople is a subsidiary company of Nexon)

. Launched On Aug 2005 (10 years old)

- More than 3 million concurrent users in China
- More than $1.0 billion revenue in 2015 LR O DR I 1
- Still one of most top-grossing MMOs in 2016

TECH SMALL BIZ

Digital gaming sales hit record $61
) billion in 2015

Digital Pé

1. "League of Legends” (Tencent/Riot Games, $1,628)
2. "Crossfire” (SmileGate, $1,110)

3. "Dungeon Fighter Online"” (Neople, $1,052)

4. "World of Warcraft” (Activision, $814)
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When running live service for a long time,

Code size grows, team doesn’t scale

Size
Code Size

Successive Launch

(market expansion) Gap grows

Team Size




2282 .cpp files
2935 .h files
5855 classes
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Game grew too big

- As in 2014 (After 9 years of service):
- >2,000 skills
- >4,500 quests
- >10,000 C++ source files
- >50,000 equipment items
- >200,000 animations
- >5,000,000 lines of code
- >10,000,000 images

- The biggest and fastest-paced project ever experienced




= MM

Needed to pay off Technical Debt

- Dev team was suffering from technical debt

- Adding very small content was very costly

- Needed to pay off technical debt




Finding the realistic, efficient way

- >10,000 source code files
- Most code smelled bad

- Rather than understanding gigantic size of code
and improving hand by hand

- Decided to take advantage of automation
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Doing some Automation

Introduced Build Server, Data Validation Test and Static Analysis
Build Server, Data Validation helped a lot

- Improving notification made it much better

Static Analysis didn’t help much

- Fixed thousands of warnings over weeks with many people
- Valuable but high cost, little gain

Need to focus on important thing/area

- Added basic things like crash reporter,
- “What is important?”
- Where is the important area? - each developer said different area
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Finding what's important for Software quality

- Separating frequently-changing area and less-frequently
changing area is important

Frequently-changing area Less frequently changing area

Software Engineering Interface Implementation
STL Algorithms Data Structure
Template/Generic Logic Data Type
Game Engine / Framework / Library Library Code Logic Code
Data-driven Development Data Code
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Finding hotspot: Principle of locality

- If particular source location is changed, it is likely to
change again in the near future

Types of locality redit]
There are several different types of locality of reference:

Temporal locality
If at one point in time a particular memaory location is referenced, then it is likely that the same location will be referenced again in the near
future. There is a temporal proximity between the adjacent references to the same memory location. In this case it 15 commaon to make efforts to
store a copy of the referenced data in special memeory storage, which can be accessed faster. Temporal locality 1s a special case of the spatial
locality, namely when the prospective location 1s identical to the present location.

Spatial locality

If a particular memery location is referenced at a particular time, then it is likely that nearby memaory locations will be referenced in the near
future. In this case it is common to attempt to guess the size and shape of the area around the current reference for which it is weorthwhile to
prepare faster access.
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Analyzing change of code over time

- Not just doing static analysis which treats code as static data,

- But also tried to treat code as changing data and
analyze code changes in VCS over time

Static analysis approach: [ Static data }

N 4 D
Expanded approach: { changes c‘:":fa"t changes }
A ZE
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First step: Simple Analysis

- How many files have changed and
how often has each changed?

Wrote 300 lines of python script to analyze
change of source code

£

print "
open("FuncHistory.pkl",
cPickle.dump(({tbl, colMin, colMax), ¥, 2)
f.close()

r 1 in xrange(len(msgs)):

msg = msgs[i]
print "processing %d %d" % (i+1, len(msgs))
logmsg - msg.message.decode( "utf-8")

logFlags = set()

i hasKeywords(logmsg, ModifyKeywords):
logFlags.add( “modify ")

if hasKeywords(logmsg, BugfixKeywords, BugfixExcludeKeywords):
logFlags.add( "bugfix")

if hasKeywords(logmsg, RevertKeywords):
logFlags.add("revert”)

see Dlaf2] HA= DAETH
len(msg.changed_paths) > 50@:
continue

for chg in msg.changed_paths:
if chg.action != "M":
tinue

st = time.localtime(msg[“date"])
unitTime - time.mktime((
st.tm_year,
st.tm_mon,
st.tm_mday - st.tm_wday,
8,98, 0,0,0,a)

fullpath = chg.path.decode( uts-8")
path = fullpath
if path.startswith(repopath):

path = path[len{repopath):]

if not path.endswith(".cpp"):
continue

url - repobase + fullpath
url = url.replace(" ", "%28")
tr
procOne(url, msg.revision.number, unitTime, logFlags)
except Exception as e:

fe = open("exception.log”, "at")

fe.write("%d:%s\n" ¥ (msg.revision.number, fullpath.encode("cp343")))
fe.write("%s\n" % e.message)

fe.close()

writing.."

“ub")
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More readable result
Zoomed out (group by week)
& Sorted by recent change, frequency of change




Bird's-eye view
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/115 |/RDAR/Character/CNPriestepp 318

Source files that are changing often
/11 /RDAR/Character/CNThiefepp 327 —
115 | /RDAR/RDActiveObjecth 330 - H OtS pOtS

/110 | /RDAR/Character/CNATFighter.cpp 338
/117 | /RDARARDPopupWindow.cpp 341
/118 | /RDARRDCharacterh 390
J11Y | /RDAR/CNRDVirtualCharacter.cpp 412
I 12U | jrDAR/Character/CNSwordman.cpp 459 . 1,1 1

TIZ21 | jRDAR/Character/CNGunner cpp F 464 H Igh Iy effICIent When I m proved
1122 | \RDAR/GameCorelnitepp 436

F123 | ;RDAR/Character/CNFighter cpp 502 . : =

1124 | jRpAR/PopupWindow/CNRDItemInfowindow.cpp 507 84 g o

{125 | jRpARARDCollisionObjectcpp SWSEE T S WA : A
/120 | jRpAR/CNRDUdpModulecpp 525 = o0 0 st et e 1 s s e i cie v 2 s s o sve e s
/127 | ;mpaR/Character/CNMage.cpp 537 | L - g B e :
/148 | jRDARARDActiveObject cpp 545 - — . . i B — !
/129 | /RDAR/CNRDInterfaceManager.cpp 686 . e SSies Seemis CSm—
¥ a " . 1 1 1 1 3 3| 1 1 3 3 1 3] i 3 1 1 1 1 1
/15U | /RDAR/CNRDEquipment cpp 528 R B eEER. - e B
/151 | /RDAR/CNRDStage cpp 758 s ' s " " u— NS e B
¥ " '_ 3 1 1 1 3 1 1 1 1 1 1 3 1 1 1
/132 | jRDAR/IRDManster cpp 779 — . B =R == B
/133 | jRDAR/GameCoresub cpp 818 e e e R I
: . N - 1 1 1 1 1 1 3| 1 1 1 1 1 1 1 1 1 1 1 3 1 1 1
/134 | /RDAR/CNRDChatting.cpp 831 i " e ——— = =
/135 | /RDAR/RDCOmmMoncpp 907 y - i B B e B eomml o E
/136 | /ROARIRDAR eprc c67 =N e e B
fl:ﬁff /ROAR/CNROEBaselnterfacecpp %95 3 F , e Rl D L B
/138 | RDARARDCharactercpp 1077 o —— " Bl g - s
T 1 . 1 - 3| 1 1 1 1 1 3| 1 1 1 ) 1 1 1 1 1 1 7 1 3] 1
/159 | /RDAR/GameCoreNetwork_CMD.cpp g Sl R RS B .
140 /NeopleMain/dnfstr L i i i mm wm e B R -
181 | jRDAR/GameCoreMetwork_NOTLepp B o D i
j e B allll™ = ol 7T

3 03 3 3 o3 3 3 3 3hd e 3 g e Ay




File change min
/WTLBO/include/atlresce.h 1 2009-03-16

AWTLBO/include/atlscrlh 2009-03-16
WTLBO/include/atlsplith 2002-03-16 : h 14-18, 2016 - Expo: March 16-18, 2016 #GDC16
MWTLBO/include/atltheme.h 2009-03-16
WTL80/include/atluserh 2009-03-16

MWTLBO/include/atlwince.h

WTLBO/include/atlwinxch

/WTLBO0/readme htm

/Tools/DNFSpline

/Tools/DNFSpline/DNFSplinesin
/Tools/DNFSpline/DNFSpline/DNFSplinecpp
/Tools/DNFSpline/DMFSpling/DNFSplineh
/Tools/DNFSpline/DNFSpline/DNFSplinevepraj
/Tools/DNFSpline/DMNFSpline/DMFSpling_2005.rc
/Tools/DNFSpline/DNFSpline/ReadMe bt
/Tools/DNFSpling/DNFSpline/res
/Tools/DNFSpline/DMFSpling/res/DNFSplineico
/Tools/DNFSpline/DNFSpline/res/DNFSpline. manifest
/Tools/DNFSpline/DMFSpling/res/DNFSpline.rc2
/Tools/DNFSpline/DNFSpling/res/DNFSplineDocice
/Tools/DNFSpline/DNFSpline/res/Toolbarbmp
/Tools/DNFSpline/DNFSpline/stdafxcpp
/Tools/DNFSpling/DNFSpline/stdafich
/DNFInGameTools/lib

2009-03-16 2009-03-16
2009-03-16 2009-03-16
2009-03-16 2009-03-16
2009-03-23 2009-03-23
2009-03-23 2009-03-23 .
For source files that change rarel
2009-03-23 2009-03-23 g y
2009-03-23 2009-03-23
2008-03-23  2009-03-23 H 1

we can consider separating them from the
2009-03-23 2009-03-23

2009-03-23 2009-03-23

main project and reduce build time

2008-03-23 2009-03-23
2008-03-23 2009-03-23
2008-03-23 2009-03-23
2008-03-23 2009-03-23
2008-03-23 2009-03-23
2008-05-11 2009-05-11

N me e e SN WTL (Windows Template Library)
o SN DNFSpline:

e e S ameran Tinyxml

it e s e 2005-00 11| 7005-05 11 EquipmentimagePack

2009-05-11 2009-05-11
2009-05-11 2009-05-11
2009-05-11 2009-05-11
2009-05-11 2009-05-11
2009-05-11 2009-05-11
2009-05-11 2009-05-11
2009-05-11 2009-05-11
2009-05-11 2009-05-11
2009-05-11 2009-05-11
2009-05-11 2009-05-11
2009-05-11 2009-05-11
2009-05-11 2009-05-11
2009-05-11 2009-05-11
2005-05-11  2009-05-11
2009-05-11]_2009-05-11 Each name looks a lot like library code
2009-05-11 2009-05-11

2009-06-22 2009-06-22
2009-06-22 2009-06-22
2009-06-22 2009-06-22
2009-06-22 2009-06-22
2009-06-22 2009-06-22

/DNFInGameTools/ticpp/changes bt
/DNFInGameTools/ticpp/dox
/DNFInGameTools/ticpp/premake. exe
/DNFInGameTools/ticpp/premake lua
/DNFInGameTools/ticpp/premaked lua
/DNFInGameTools/ticpp/readme bt
/DNFInGameTools/ticpp/ticpp.cpp
/DNFInGameTools/ticpp/ticpp.lua
/DNFInGameTools/ticpp/ticppdlua
/DNFInGameTools/ticpp/ticppreh
/DNFInGameTools/ticpp/tinystrepp
/DMNFInGameTools/ticpp/tinystrh
/DNFInGameTools/ticpp/timxmlcpp
/DNFInGameTools/ticpp/tinyxmlh
/DMNFInGameTools/ticpp/tinyxmlerrorcpp
/DNFInGameTools/ticpp/tingxmlparsercpp
/Tools/EquipmentimagePack
/Tools/EquipmentimagePack/EquipmentimagePackcpp
/Tools/EquipmentimagePack/EquipmentimagePack ncb
/Tools/EquipmentimagePack/EquipmentimagePacksin
/Tools/EquipmentimagePack/EquipmentimagePack suo

e el e e e e el e i e e el e i e e e e i e e e e L i e i e e el e i e e i e i i e i el e el e i e e el el




GDC GAME DEVELOPERS CONFERENCE' March 14-18, 2016 - Expo: March 16-18, 2016 #GDC16

T1=Compiling. .. T1=wave.c

M=profiler.cpp 11=CWebPage.c

T1=Compiling. .. 11=Compiling. ..

11=TE&. Ccpp 11=profiler.cpp

11=Compiling... 11=Compiling. ..

11=shal56. cpp 11=TEA&. cpp

=Compiling. .. 1=Compiling. ..

11=5H4 . cpp 11=sha2560spp

11=Compiling. .. i .

11=Rijndael.cpp

T1=Compiling. ..

11=Hethod. cpp

11=Compiling...

11=CNROUIEnchantTaal . cpp

=Compiling. ..

11=5langFiltersSub,cpp

T1=3langFilter.cpp

1=Caompiling. .. 11=Campiling...

11=ROChampionConst . cpp 11=ROChampionConst . cpp

11=Compiling resources,.. 11=Compiling resources,,,

11=Micrasaft (R Windows {R) Resource Compi 11=Micraosaft (R) Windows (RJ Resource Caompi
11=Copyright (C) Microsoft Corporation. Al M=Copyright (C) Microsoft Corporation., Al
11=Linking. .. 11=Linking. .,

11=Bui Id Tim 11=Bui Id Ti

11=R0O&R - 0 erv™m ~ 73 warningis) 11=ROAR - 0 EFT™ L 73 warningis)
========== Rebuild 411! 11 succeeded, 0 fai ========== Regbuild &l1' 11 succeeded, 0O fai

BT T

Applying unity build technique for the half of less-frequently-changing
code made compiling twice as fast.
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Visualizing dependency graph i 2

to check impacts of files when changed

redppnon B
SERS R onlukghero n
cniar

) gntighs b

Not good if files with big impact
change frequently

: iy




Considering about Change Impact

» Change Impact =
Cha ﬂge Frequency * |mpaCt (=Reverse-dependencies including itself)
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= Analyzing change impact
-~ along the time

=% . Average impact of

o irdmonster.h: 3178

= . Change of irdmonster.h caused

: s 3178 cpp files to be required to
recompile for a week in average

. Huge side effect along the time

= = . Began to work on major
bottlenecks

- Popup window

- CNRDAnimation




GDC GAME DEVELOPERS CONFERENCE' March 14-18, 2016 * Expo: March 16-18, 2016 #GDC16

Focusing on hotspot was quite efficient

- Large gain with low cost
- When focusing on hotspot by changes and change impacts over time

« Build time cut in half with very small effort

- Effective even without understanding the whole system or source code
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Fighting against Legacy -
Running game for a Long Time

Establishing Integration Process while in live

GAME DEVELOPERS CONFERENCE' March 14-18, 2016 - Expo: March 16-18, 2016 #GDC16
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Another important problem:

Branches were not being integrated

- Was a small company when launching

- Dev team and the industry didn't have much experience of
launching service overseas 10 years ago

- Made separate branches for service regions and separate teams
worked on them
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Overseas live dev team suffered from merge hell

i

_ —
——

Work on authenticaiton, billing, etc for China Launch
Launch! (First Release)

China Live Team develops China content and events

Fork main trunk source to get updated for major contents

Merge back previous China content
Heavy release with risk & trouble-shooting

China Live Team develops China content and events

Fork main trunk source to get updated for major contents

Merge back previous China content
Heavy release with risk & trouble-shooting

China Live Team develops China content and events

F BB NN
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Gone too far, too late

- Cost and time to merge along the main branch for a major update
constantly increased to 4 months to work

- “| feel like launching a new game every 6 months”
- Missed golden time to integrate

- Decided to establish an integrate process
- unsustainable process, highly likely not to make the major update within 2~3 years
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7 Development Teams on a Project

Domestic Global
Development Developement

Tools & Infra
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102588
102687
102636
102585
102584
102583
102582
102581
102580
102579
102578
102577
102576
102575
102574
102573
102572
«

Actions

*

*

*

*

*

222222:222 PEPYLEEDEEYVLEYY BEOLDEE

Author
aricerdvper21
sleeptark
gong
cricerdvper21
kdd372418
aricerdvper21
dong1036
aquasoul 16
genicat
genicat
coke3711
gong
durumios
sasin
sanicova
patari

hikary
AAAAAGood
gong

hikary

pulse
aquasoul 16
aquasoul16
victory99-001
patori

pulse

acjirs

gong
iey0912
iey0312
oojirs
goobobsa
chkino
goobobsa

Date
0134 48 152 &
2013 48 162 &
201319 48 168 5
2013 43 162 3
20138 48 1652 5
013 48 162 5
20131 43 162
20134 48 162 3
0135 48 162
0134 48 16Y
013 48 162 &
0134 48 162 &
2013 48 162 &
201314 48 162 3
20138 48 1652 5
20138 48 1652 5
2013 48 162 3
0134 48 162 32 2
20131 48 162 BHRE 22
0138 42 162 FIRY TE6:
i3 48 16Y FHEY 2B

0138 48 162 FIRY 2= 6
w0134 48 112 FHEL 25
013 48 162 HEE 2
0139 48 162 SIRE 25
20138 48 1652 IR 25 6:07:28
20131 43 162 3
20138 48 162 5
01348 48 162 5
20131 48 152 BIRE 22
20139 42 162 FIRE X
0139 42 162 FIRE 25
013 48 168 2
2013 48 162 SBY FS 6w0118

m

Message

ZUBIE| L0IETHE S 2H 8 i

HUgAa B OULERE &F - 228 HE 28 £ ¥ - [targeting bonus], [warlike] ¢
ZHH T IE 25 ~F

ent-HOTIE E[]GameCoreNetwork_NOTL.cpp -> GameCoreNetwork_NOTI_Town.cpp 22|

jox AHZI| S HE Fb-F, ol 28 moBox IHZH =3t

102054, 102056-102057, 102418, 102444, 102500 from trunk: [pvp ELIHEMNE A] TN =X} unde
3 =7

14] 1A B 3 onjoff 2HH HE 27}

S ZH0I 021 J217 28 9H 3 £ HOHH 222 objectManager 2HH null Hl 3 Merged rev.
FHH|/OHH A LA LHE Z B [ MR IF2 48 _C_BUG_ENDURANCE_SUPPORT MAGIC
TH|/OK S 20| T 22 FHEFHT 2 = _C_BUG_ENDURANCE_SUPPORT_MAGIC_STONE }
-EHEENYY RER3

ent-NOTI 22| ]GameCoreNetwork_NOTL.cpp -> GameCoreNetwork_NOTI_Dungeon.cpp 2|

H F7tunpo s &7t

]

O EH N 2IAMM T2 83 471

NEAZYE R 2H

102685 from trunk: [H 1] [DNF-12394] 21 7HHIDLE 2EFY ZM4-6H] =W HE0IE ..
HZA 204 Qe S HE

ent-CMD 2 2] CMOPACKET_START_GAME 8t 2|, GamecoreNetwork_CMD ., op #IF BEEH
HATIUIIE SO 2AEH FEH I 2805

CMD_ONEADAY_TTEM_SHOP_JPN_ & 2| AE B KHd 7t

HOHH S22 objectManager ZHH null HI 2

S IZ™0I02 22 82903

NAZYEZE F

ZMD_ONEADAY_ITEM_SHOP_JPN_ RIRIAHE 2| 2E M KA 501
JHOK DM e
ent-CMD & 2] GameCoreNetwork_CMD.cpp - GameCoreNetwork_CMD_Town.cpp 2 2|HZ HE!
102676 from trunk: [OFH SOUHE] CHE SR E AR S MEZ I TH21S 24 I 212 udE
ESHMYEE NETH RS 2L [ T2 udS EHEE =3

ZHOME HHP R H S

Y| HOIE7HHE 20 2

EHE It SH HI 8

m

(21 W EQ KAl 1[0l ient-HOTI 2 2] |GaneCoreNetuark _NOTI,cpp - GameCoreNetwork_NOTI Town cpp 22|

Path

Joranches fen/tasks TimeGate_

108_for_merge_base
._130109_for_merge_base/DNFClient

Action  Copy from path o
Modified
Modified
Modified

Mk

i

Indude merged revisions

[ Show All

[»] [ mextioo

| [ Refresh |

Showing 900 revision(s), from revision 102669 to revision 103563 - 1 revision(s) selected, showing 5 changed paths
/] Show only affected paths
] stop on copy/rename

Statistics
Help

oK

Growing
superfast

>100,000 revisions

- New source comitted
every 1~2 min

- Beginning of 2011: 5,000 files

- End of 2012: 10,000 files

- End of 2013: 11,000 files
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Tuesdaywwwifraps’com 10.31.39

Growing superfast:

Source commit
visualization

in a single day

*gource visualization
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19 official releases every month

4 » 20114 108

108 3%
2= |

- Korea: 4 releases / month

- Japan: 2 releases / month

- China: 2~4 releases / month
- U.S: 2 releases / month

LEET
AAAAAA

22 LA

83 uy
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Replacing wheels of a car while driving

Establishing integration process while live operation
Must not stop update releases with marketing plans
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Long Story, Short Takeaways

- Took 2~3 years to establish integrating pipeline
as a every 7 team’s merge/test/integrating process

- DRY - Duplication is Evil
Do not underestimate the force of darkness and the evil

- To make large size of change / refactoring
Can't do big thing by self or with small number of people
Establish Roadmap in big picture, Share Vision

Make people talk and communicate about the long term need, and goal
Cooperate with influential people and leaders to follow the vision and goal

Persuade the opponent side
Plan to Minimize Risk as much as possible

Establish Roles and Responsibilities
especially for parts that have overlapped responsibilities between different organizations
Earn small-wins, Leverage them
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Short Tips : 3 ways to merge in SVN

@ @ €

trunk branch trunk branch trunk integration branch

merge merge

/ G P P
merge reintegrate reintegrate




Short tips: with integration branch,
you can choose timing and speed to merge, integrate

I - \ N

— | /1 A A

. —<l /| /

- — /| /|

< = 7 "

a - / '
- Ll <

runk integration
—_ ”X /
e

{/;/ / ".‘.‘.‘




Established Code Integration Process

distance of code

time \l

\WAVAWA




£N
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Mitigating Technical Risk
of Many Games for a long time
(in reusable, efficient way)

What Nexon is doing more
For Maintaining Success for the Long Term

GAME DEVELOPERS CONFERENCE' March 14-18, 2016 - Expo: March 16-18, 2016 #GDC16
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Nexon's Aged Live Games:

Games that Nexon is Running for a Long Time

Maple Story Apr 2003

Mabinogi Jun 2004

Atlantica Feb 2008

Shaiya Jun 2006

Vindictus Jan 2010 >60 services
in different countries

Counter Strike Online Dec 2007

Kart Rider Jun 2004

Crazy Arcade BnB Oct 2001 "

Nexus: The Kingdom of the Winds ~ Apr 1996 2 O ye a rS !

Dungeon and Fighter Aug 2005 ey
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Most games suffered from similar problems

- Most live teams were individually solving similar problems
- Some of the solutions were not working properly

- In 2014, Made ‘Live Infra Technology Team'’
- Support 14 titles (60+ live game services)
- Create efficient solutions to solve common technical problems
- Focus to help live game services, while persuing Reusable/Scalability
- Help future titles/services launches
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Important problems in running live service

- For Game as a Service, mitigating risk is crucial to maintain its success

- Kind of common risks in game services:

- Technical Risks (=Stability Issues)
- Crash often
- Memory error
- Too laggy to play
- Preventing client hacking (especially in PvPs)
- Server problems (cannot log in, unstable server)

- Other risks
- Loss of Virtual Properties (items, achievements, etc)
- Negative press
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Stability Problems are important

- Stability Problems are big in online games because:
- Users will leave the game when stability problem last for days
- Users usually don't get a choice to upgrade or rollback
- Stability unresolved = Dead Game

— Ensuring minimum stability baseline is very important

- Major Stability Issues
. Crashes
- Memory Problems
- Lag Issues
- Unstable Server
- Hacking
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How should we deal with the Risks

Recognize Define/Prioritize Find Cause Act (Fix)
+ Define Problem + Develop/Build/Test
+ Determine Severity + Deliver/Deploy

The lesser time & cost, The better
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Major Stability Issues

- Crashes
- Memory Problems
- Lag Issues

: Uﬂ’q\rv(%rot this talk’s scope)
- Ha¥
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Many of old PC games used manual tools

Collecting and Analyzing data was costful
- Had to collect dump across servers
Required a lot of manual work and time to collect and analyze
Publisher, QA team requested crash reports if issued but not for every releases

A B C D E

0181FAA4 443240 const NiTArray «class NiDX9AdapterDesc * class NiTMallocInterface < class NiDX9AdapterDesc *: const NiTArray <class NSBD3D10TextureStage *,class NiTMallocinterface < class NSBD3D10Textu const MiTPrimitiveArray <class NiTextureEffect const *»

2 01821748 116488 const NiSPStream:'vitable’

3 01819280 114522 const NiBSplineCompTransiymEvaluator:'vftable'

4 0181F568 106653 const NiDX9LockableDataStream <class StaticLockPolicy < class MiDX9DataStream> > :'vftable'{for ‘NiObject}

s 0181F540 106652 const NiDX9LockableDataStream < class StaticLockPolicy<class NiDX9DataStream> >:'vftable'{for ‘NiSPDataStream’}

6 01817750 95540 const MiTransformEvaluator: vftable'

7 01837B30 92314 const NiTSPFixedInput<class NiMatrix3x4 = vtable’ const MiTSPStream<class NiTransform * #=:'vftable' const MiTSPFixedInput<struct NiPSSimulatorFinalKerne
2 |01761A04 77452 const cltPlteminfo_Client_SolNPC: vitable'

¢ 01821DCC 60451 const MiTPointerList<class NiPointer<class NiRoom> >:'vftable’ const NiTPointerList<class NiPointer <class NiDX92DBufferData> »:'vftable’ const NiTPointerList<class NiPointer<class NSBShader
10 01818298 55509 const NiTransformData: ' vitable’

11 01821CF0 55078 const NiTListBase <class NiTPointerAllocator<unsigned int>,class NiDynamicEffect *>:'vftable’ const NiTListBase<class NiTPointerAllocator<unsigned int=,class NSBD3D10StateGroup:NSBD: const NiTListBase < class NiTPointerAllocator<unsignec
12 018264E4 54653 const NiSemanticAdapterTable: vitable'

12 018264E0 54647 const NiTArray<class NiSemanticAdapterTable:SemanticMapping,class NiTNewlnterface<class [ const NiTObjectArray<class NiSemanticAdapterTable:SemanticMapping > vftable’

14 01834810 47497 const NiMesh: vftable’

15 018335E4 37680 const NiTObjectArray <class NiPointer<class NiShaderDesc> >:'vftable' const NiTObjectArray<class NiPointer<class NiControllerSequence> =:'vftable’ const NiTArray<class NiPointer<class NSBUserDefined
16 01823098 21206 const NiMaterialProperty: vftable’

01822A7C 17024 const NiTexturingProperty:Map:'vftable’
1201821724 16258 const NiSPTask: vftable'
018216E0 16256 const MNiSPTaskimpl:'vftable’
20 01822AB0 14496 const MiTexturingProperty: vftable’
21 0175B334 12933 const NiRefObject: vftable'
22 01833F20 12852 const NiStringExtraData: vitable’
3 01822088 11831 const NiSourceTexture: vtable'

.21 01860DF4 11600 const NiTPointerList<class NilnputDevice:ControlDesc *>: vftable’ const NiTPointerList<class NiDynamicEffect *>:'vftable’ const NiTPointerList<struct lUnknown *>:'vftable’ -
25 101818068 11098 const NiEvaluatorSPData: vftable'

o
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Crash Reporting as a Service

- For game as a services, Crash Reporting also should be a service

- everybody should be able to crash status
not only developers, but also QA team

- How to make it more efficient and effective
to live game services?

*In mobile games, App Stores usually have developers’ console for crashes

0.1231
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Determining Severity Properly

- There’re many noises to determine severity properly

- Out of memory crashes, C Runtime Errors weren't caught in general

- Many crashes were being occurred after pressing Exit Game button -
priorities different

. Crash count fluctuated with DAU

13th.

ntdll!RtlpInsertUCRBLock+exd

12th.

ssssss

16th.
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Monitoring Crashes

Is it still unstable?

- After 12 Nov update,
# of crashes increased a lot

- Released 13 Nov fix patch
- Still high on 14 Nov
- |s it still unstable?
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Monitoring Crashes

Is it still unstable?

. Active Users increased a lot
after 11/13 patch
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Monitoring Crashes

Is it still unstable?

- Tried to reduce fluctuation noise

regardless of active user volume
- Crashes per session - better. still noisy
- Crashes per hour - represents very well
- Both session and time are related
but per unit time indicated stability better

gy

1g13g

14




GDC GAME DEVELOPERS CONFERENCE' March 14-18, 2016 - Expo: March 16-18, 2016 #GDC16

Avoiding Boiling Frog Syndrome

Jan. 04 Jan. 05 Jan. 06 Jan. 07 Jan. 08 Jan. 09 Jan. 11 Jan. 12 Jan 13 Jan. 14 Jan. 15 Jan 16
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Avoiding Boiling Frog Syndrome

Ll Dump Trends 4 Duamp Count || Lo

4
]
Jan. 04 Jan. 05 52
Ll Dump Trends  LiDump Rate 7
g
0
15k Jan 11 Jan.1
bl Dump Trends | LuDung R)
10k
2
300 sk
£ 200 ok
5 Jan. 11 Jan. 12 Jan. 13
& 100
0
Jan. 11 jan. 12 Jan. 13 Jan. 14 Jan. 15

Jan. 14

Jan. 15
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Made a Crash Report as a Service

CrashReporter v1.0 € Manage ~ i= MapleStory Korea »
Dump Trends [ERSENEN i Crash Count | | Ll ACU < || 2 2|| >
This Week — Last 6 Hour =
(per hour) - (per 10 minutes) =
5 15
Q
z 0
5
Q
a 0
Mar.06 Mar 07 Mar 08 Mar.10 Mar.11 Mar.12 9PM 12. Mar
2 weeks ago Last week Analysis Failure Crashes per time unit Lastweek — This week
= Most Reported Callstacks
Search
Rank Call Stack
1st.
(=5 Canvas+8x79%
MapleStory!ChvsContext: :~ChvsContext+0x436 [wvscontext.cpp @ 863]
4180 MapleStory!ChivsContext:: scalar deleting destructor’+8x
36.3%) show detail...
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For many game services

i e &
= R o o opmm -] ]

- 14 projects e e e

- 54 crash dashboards =~ -= o= .
. Not only client o S 1 | 790
g Y _

- But also T—— . .
. Game Servers et bl ' i — o

——— et ,:g"’}‘

- Dedicated Servers Chashan i e _ —

. Middlewares DEE N T T ————

] asease i s CEID
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Made a Crash Report as a Service

CrashReporter v1.0 € Manage ~ i= MapleStory Korea »
Dump Trends [ERSENEN i Crash Count | | Ll ACU < || 2 2|| >
This Week — Last 6 Hour =
(per hour) - (per 10 minutes) =
5 15
Q
z 0
5
Q
a 0
Mar.06 Mar 07 Mar 08 Mar.10 Mar.11 Mar.12 9PM 12. Mar
2 weeks ago Last week Analysis Failure Crashes per time unit Lastweek — This week
= Most Reported Callstacks
Search
Rank Call Stack
1st.
(=5 Canvas+8x79%
MapleStory!ChvsContext: :~ChvsContext+0x436 [wvscontext.cpp @ 863]
4180 MapleStory!ChivsContext:: scalar deleting destructor’+8x
36.3%) show detail...




Details

)

& MapleStory Korea
| ]

i= Most Reported Callstacks

Rank Call Stack

1st.

xception+ixs
_ExxThrouExcept ions+8xds

cam_r:

e_erroraxie

PCOMsaN162b

assex
d111RtlpInsertUCRBlock+exd
! ok

5th.

6th.
aplestory!Chndian: :s_Update+exda
1back
Iback
Tth.
8th.

aplestory!ZMap<long, ZRef<CTtemIng

LBASE+8xb3fc
_CxxThrouExcept ions8xds
_errors+x3e

ex14825
ex10844

Lestory!ZRecyclableavBuffer<ZMapslong, ZRefC:

Story!CIteminfo: :RegisterEquipltenInfo+8xs

it Details

& R
B8th. (1.16% )

& E io
EXCEFTION

OLATION{02c0000005

6 F
Varsion:: MapisSir
Date: 2015-11-1209:4

nitsmnaf  [ay

Storyl_¢

Time Download Account

FeCItemInfo:: EQU.
LTEM:, longs: : Insert+éxsa
RegisterEquipTteninfo+éxici

EQUI

:GetEquippedEnotion
2 :NotifyAvatarhodi fiedso

Chind: :CreateWnd+Bx58e [wnd.cpp
arMegaphone : : CAvatarhegaphone-éx17d
eStory | CivsContext : :0nSetavatarmegaphone:axile
eStary] CusContext: :0nPacket+axd4e  [wvscontext.cpp @
<PERF> (Maple

Lastwask  This WaakiDume

Durmp Count

ry+@xldebdie

Character P

xekzmikdbex

+16, ZMap<long, ZRef<CItemlny..

WMeomry
Usage

1002 MB
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Details -

i Details
& Rank n
o Laxt waok This WeakDump/ A =
8th. { 1.16% £ =
S ) Dump Count )
3
&k E n Code
EXCEPTION_ACCESS_VIOLATION({0xc0000005) P
% o -
&k First Cec & i o o # 2
‘erelon:: MapsSiary_248 N L
Date: 2015-11-12 024215 # Dump List
Search
&k Call Stack
Crash Meomry Call
MapleStory lZRecyclablefvBuffer<ZMap+ 1ol Time Download Account Character P Usage Stack
MapleStorylZMap<long, ZRef<CLteminta: 1 El - R _
. _ . R o ®|| @ tsdekgmir2 58 1225 MB =
MaplettoryC1temlnfo: :RegisterEquipIten
MapleStory!CIlteminfo: :GetEquipltem+&xl]
Maplestory!Cltemlnfo: :GetEquippedEmoti C|[E][@] " mig == 12reme - p
MapleStory lCAvatar: :NotifyAvatarModifig
MapleStory lCAvatar: :Init+8xaf [avata G| =] & " os@ L ERl 8 1002 ME =
Maplestory lCAvatarMegaphone: :OnCreate+
MapleStory 1CWnd : : CreateWnd+8x58e [wnd. cf alEl@ Ritas 71,178, 174245 015 ME = ——
MapleStory lCAvatarMegaphone: : CAvatarHeg )
MapleStory!ChwsContext: :OnSetAvatarMegs 21 @@ | bante oz 2 233 48 = 2 M
MapleStory lCkvsContex OnPacket+oxide :
MapleStory!_ dyn_tls_init_callback <PER R - 0 - _ s
G B & = xxekzmfkdbo 210.248.04 248 1114 MB =




Monitoring Crashes

Adding Notification and Alarms

Automatically detects patch
and sends notificaion mail
after 2 hours & ze

Some kind of dumps
are sent immediately
( Server dumps, from internal test)

iEgzaxe




Monitoring Crashes

Adding Notification and Alarms

_ol=at7| &€ [infratech]

| 0| HA| = ST
0| Tk BT CHE(90 )2 I AT WA SHRQLSLICE (7] & 2 4 7F S0H40) H a3 BEl s e9 )

A=z 220 21% WELUCL JEE
SOILIE So| oAl Sl = 32 A K5I} 0FE 5 2loo

If crash rate is increased
a lot more than usual,

it immediately sends mail
within 2 hours

|
=S

o wd el Al FoHE ol oiall 2HoleiSAI0| uhch
= 3 Bl
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Monitoring Crashes: (]
Find Cause

Sometimes Call Stack is not enough..

- When broken state caused crash later

- Heap Corruption
- Dangling Pointer

- If itis not reproduced, it is sometimes very hard to find cause
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Monitoring Crashes:

Provided more detailed informations

CrashReporter
Log Viewer . P

@ baseinfo json

BaseCharacterType : "Arisha"”
heroes_kr_59.9.202.242_20160312_000016 CHAR_NAME : "IKrewella"

m—— — CID - 635429979636306600

S Uownlodd CPU_INFO : "Intel(R) Celeron(R) CPU G1850 @ ;
CRASH_BEHAVIOR_BITFLAG - 13

= Dewniod CR_VERSION : "V1.2.0.1"

DUMP_TYPE_BITFLAG : 3
< Download ENCODING : "UNICODE"

A Level : 80

MEMORY _PEAK_USAGE : "1403 MB"
MEMORY_PHYSICAL : "3714 MB"
MEMORY_USAGE : "727 MB"
0S_BUILDNUMBER - "9200"
0S_HAS_CHINAIME : false
0S_LOCALE_SYSTEM : "sh=20{(CH &H21=2)"
0S_LOCALE_USER : "sF2H((HEH=2)"
0S_PRODUCTTYPE : "1"
0S_SERVICEPACK_MAJOR : 0"
0S_SERVICEPACK_MINOR : "0"
0S_SUITEMASK : "0x00000300"
0S_VERSION_MAJOR : 6"
0S_VERSION_MINOR : "2

Daz=d EE2R = ”~ 0S_VERSION_NAME(log_viewer®Z) - "Window
) 0S_WOWBA . false

PLAY_TIME - 26079

UTC_CRASH : "2016-03-11 15:01:04"

*Type of data to collect varies for different game and countries under game policy and user agreements.

# Decode UTF-16 | ¢ Decode UTF-8 | ¢ Decode CP949 = ¢ Decode Ascii




Screenshots give clues

*Type of data to collect varies for different game and countries under game policy and user agreements.
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Monitoring Crashes:

Don’t require to ask player to send client log

83/12/2016 - :41:1a:

83/12/2016 - :41:18: Log file started (\‘e\‘sicr\ "6331")

@3/12/2016 - :41:1a: = =

93/12/2016 - 0@:41:10: GrashReporter

93/12/2016 -
@3/12/2016 -
@3/12/2016 -
@83/12/2816 -
83/12/2816 -
83/12/2e16 -
@3/12/2e16 -
@3/12/2016 -
93/12/2016 -
@3/12/2016 -
@3/12/2016 -

@83/12/2816 -

:41:11: Shader Connect -
:41:11: CennectStudicRender LOQ Vlewer
:41:11: IDataCacheFactory
IPhysicsFactory

heroes_kr_1.176.56.221_20160312_031018_737.zip

: IMDLCacheFactory

a?Sy;témSu'facsFacto\‘y e — m‘
: IAviFactory 4500
ammerFactory ) o eLists P—
: ConnectMDLCacheNotify dmpModul tjson & Downlo
: EngineInit —
RunListenServer & Download ‘

TraceInit : COM_InitFilesystem( pModName )

TraceInit : MapReslistGenerator_Init() [Yheroes_[2016-03-08]18_06] [2016-03-12]log |EASLIGILEL] ‘
TraceInit : DevShotGenerator_Init() —
[iheroes_[2016-03-08]18_06] [2016-03-12][03_10_49]jpg |EEDLIGEEE! ‘

materials->ModInit

: Host_ReadPreStartupConfiguration
©3/12/2016 - NMCOGame: : _nmman.Init()
@3/12/2016 -
@3/12/2016 -
@3/12/2816 -
@3/12/2816 -
@3/12/2816 -
@3/12/2016 -
@3/12/2016 -
93/12/2016 -
@3/12/2016 -

@3/12/2016 -

NMCOGam
NMCOGam
NMCOGam:
nmcoGame->Init()

: endPointNetwork->Init()

mmoEndPointNetwork->Init()

24: AppSystem::RegisterHandler<ServerCmdMessage>

AppSystem: :RegisterHandler<ClientCmdHandler>

25: AppSystem::RegisterHandler<SyncFeatureMatrixMessageHandler>
25: AppSystem::RegisterHandler<NGSecurityMessageHandler>

nmman. SetlocaleAndRegion()

nmman. Initialize()

MGameLogManager.Initialize()

I R R
PP 00 9 9990000000000 0000999000000
0000 0000000000000 0 0000000000000

*Type of data to collect varies for different game and countries under game policy and user agreements.
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: 'jupyter Untitled3 Last Checkpoint: a fer

Jupyter connected e

- Can do any other analysis just-in-time: e S By
(powered by python & Jupyter) B,
How much of RAM do crashed users have

Check whether crashes is occurring more to specific users

[
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Monitoring Crashes

Helped Live Service & Live dev team!

Helped live dev team to concentrate more
on developing game
without being distracted with live issues




Major Stability Issues

- Crashes
- Memory Problems
- Lag Issues
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Memory Problem:

Inevitable when running game for a long time

- As contents accumulated, most games suffered out of memory problem
even with plenty of RAMs

- 32 bit process memory address space limitation: 2GB
- 2GBis not enough for many module images and resources including Ul images, textures, animations and sounds

- /LARGEADDRESSAWARE helped, but an one-time opportunity

(allows process to use 3GB of user memory address)

- Especially with many of high-res textures, or many displayed characters:
- 2D animation with many frames
MMORPG with various character costumes
Lots of background/Ul/lllustration images
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Memory Problem:

Many of Crashes are because of Out of Memory

- Most game projects operating more than 5 years had plenty of out-of-memory
problems

44 Dump Trends [P P .

KERNELBASE IR e

Clientlesl::iet Client!esl::etc:: +0x19 [esletc.cpp @ 1926]
call stack Clientlesl:iSE c)jont]es]::SEH:: +ex94 [eslseh.cpp @ 90]
Client!handle_| . . I A .
Clientihandle | Client!handle program_memory_depletion+exid [mabinogimain.cpp @ 136]
— PR msvcpioelstd:: Client!handle_program_memory depletion+8xe [mabinogimain.cpp @ 136]
KERNELBASE | RaiseFxception+ax5 msverivel calll ., 100 1std: : +Bx
. msvcr1ee!opera
engine!Sys_Error+@xc@ [sys_dll.cpp @ 401] Clientlpleione Msvcriea! callnewh+exl
engine!MemAllocFailHandler+8x32 [sys_d112.cpp @ 2838] Clientlpleione msvcrlee !operator new+@xl
3::::::1:::: Client!pleione: :mesh_vb:: +@x85 [plr_primitivemesh2base.cpp @ 219]
; exaeanaes climt;phim, Client!pleione::sspt_pass:: +@x28e [plr_staticpartitiontree_re
kernel32!RaiseException+@x5 ! ::CStaticPartitionTree:: +0x9e [plr_staticpartitiontreecollapse.cpp @ 51]
engine!Sys_Error+@xc@ [sys_dll.cpp @ 401] i +8x261 [plr_scenepretransform.cpp @ 1142]
+@xc37 [plr_scenepretransform.cpp @ 946]

engine!MemAllocFailHandler+8x32 [sys_d112.cpp @ 2038] el e e
plr_scenepretransform.cpp

[plw_worldrender.cpp @ 373]
= Most Reported Callstacks i i +0x58a [pleioneglobalconsolerender.cpp @ 1543]

KERNELBASE!RaiseException+@x5 [pleioneaccount.cpp @ 1236]
[pleione.cpp @ 410]

inal
engine!Sys_Error+@xc@ [sys_dll.cpp @ 401] Client!pleione:: [pleione.cpp @ 114]
engine!MemAllocFailHandler+8x32 [sys_d112.cpp @ 2838] Rank call Stack Client!Main+@x65a [mabinogimain.cpp @ 1022]
Client!MainWithFileSystem+@xle2 [mabinogimain.cpp @ 1176]

1st.
Client!wWinMain+0x605 [mabinogimain.cpp @ 1531]

__raise_exceptions t 1 Client!__tmainCRTStartup+@x158 [crtexe.c @ 547]

RaiseExceptions

2nd.

__raise_exception
RaiseExceptions
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Memory Problem:

Tracking Memory wasn’t easy for PCs

. Especially for many old games didn't have good engine with
resource/memory tracking functionality.

- Reports based on Task Manager used to have noises
- XP Task Manager displayed “working set” which doesn’t count paged-out memories

- Size gap was big between “Private Bytes” and tracked memory size,

Needed to narrow the gap

- Using ¢_CrtSetAllocHook’ and Overriding new didn't have full coverage (e.g. DirectX, GUI middlewares, Sound library)
Performance Counter did not represent application level memory usage, but showed memory page usage
- did not count: free & allocate again, pooling
- Couldn't distinguish between graphics, sound or cache usages
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Memory Problem:
Limitations Using existing Memory Profiler

Tried Memory Validator, GlowCode, Visual Leak Detector
Need to ‘play’ game, without running too slowly

Client Security Solution denied access to client process, including Visual Studio

Need to track real-server-situation with many of active users

Many problems were not reproduced with test doll characters
e.g. realm vs. realm battle, village with many people doing many things

Should handle large amount of allocation data to track out-of-memory situation

Most used a lot of memory to keep result
Used to crash because of out of memory while profiling

Want to compare certain two points of time in detail
To check leaks between certain two point of time (ex. between after second battle and third battle)
Or to find cause of the drastic increase

Want to track memory-pooled objects




GDC GAME DEVELOPERS CONFERENCE' March 14-18, 2016 - Expo: March 16-18, 2016 #GDC16

Memory Problem:

Made own Memory Profiler for DNF

Profile Result Viewer (64bit .NET application)

Game Client (32bit Native Application) SR R AL

If (Loadlmage(imageName) == false) {
HandleError();
return false;

/ }

/\ LoadAnimation(..)

LoadImage(..)

STInds _ CreateTextureFromMemory(..)
Memory Profiler Module periodically vi N
Rank /Stack Total Bytes Allocated Total Count of allocation Avg. Allocation Size
- hooks Hea pA”OC API 1 ZoadAnimation():12 XXX, XXX, XXX X, XXX X, XXX, XXX
- callback from Memory Pool Manager 2 LoadBackground():23 XXX, XXX, XXX X, XXX X, XXX, XXX
3 . XX, XXX, XXX XXX X, XXX, XXX
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Memory Problem:

Made own Memory Profiler for DNF

- Project-independent but in-process memory profiler
- Just one initialize call hooks win32 HeapAlloc
Pooled object was monitored via one line of simple callback

Sends allocation stats to aggreator/analyzer server (64-bit .NET application) via UDP periodically
(fast / no insufficient memory)

- Runtime switches to trade off performance and detail (fast)

- Usable in real environment with client security solution

- Can track external library memory usage (DirectX textures, Ul middlewares, sound library, ..)

- Can diff memory blocks and its call stack between marked point

- Very useful to track untracked memory gap between performance counter and in-game memory
tracking, and various leaks as well

- Plan: Making a generic memory profiler for live games as a service ready-to-use at any time to

developers.
Process-independent solution - reusable in many live games in many cases.




Major Stability Issues

. Crashes

- Memory Problems
- Memory-Lag overlapped Problem

- Lag Issues




Memory, Lag - Overlapped Problem
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Memory vs. Lag trade-offs

Shorter Stage Loading Time Longer Stage Loading Time

Less Memory More Memory

Causes Out of memory even with plenty of RAM
(insufficient 32bit Address Space)

Causes Thrasing with little RAM

More in-game Loading Lag Less in-game Loading Lag
(Can't use background loading sometimes)

Need Preload Resources,
Need to find their reverse-dependency easily.
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Preload manager for DNF

- Challenge: Hard to determine likely-used resources
- Didn't have game engine or resource manager with unified resource references
- Many of resource reference was not in declarative form

- Suggested to build preload list based on actual resource usage log
- method used in Bubble Fighter

- Al/Skill-related resources were especially hard for DNF
- Some were not bound to single animation
- DNF had variety of Al/skills (> 2000 skills) which were not represented in declarative form
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Building Preload List automatically

Logged every player’'s event in Test Server

for couple of weeks

77,500,000 image file loadings
- 1,400,000 skill events B e S e
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Building Preload List automatically
El- 3

An|m
Map ObJECtS K

Images

associated with likely-related i |— | e

Dungeon/Map

- Performed Cluster Analysis
with variance of time, and

Skill or Map ID. Conditional [ |
/Combo Anim
— -
Skill B
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Building Preload List automatically

. Alot of noise, couldn’t cover 100% but very effective

Preloading skill resources make players feel far more lag-less than others
because it's related to control response time in battle

- Problems / Limitations

Lots of noise in skill timing, because of low-

Players with low RAM experienced thrashing
- Added automatically decided option to choose preloading

- Plan: Generic preload manager module with dashboard service
- Another General Approach for costly and hard problems
- A Burden for live dev teams to develop full system as a service and maintain
Helpful to many live projects having memory-lag issues




Major Stability Issues

- Crashes
- Memory Problems
- Lag/Slowdown Issues
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Lag/Slowdown issues:
Hard to recognize and define problem

- Lag/Slowdown problem is hard to define a issue because it occurs differently in
different environment

- Development Team and QA Team had a good machine with SSD
- couldn't realize about most of loading / lag issues
- got a test machine with 1GB RAM / XP

- Hard to realize how much it is happening to every/certain kind of players

- Still many XP users
- especially in other countries like China, Vietnam, ..

- Not easy to test all the contents with every kind of machine for weekly releases
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Limitations of Conventional FPS monitoring

- Normally monitors average FPS
- Collects FPS a single user session / game session
- Monitors FPS for all or specific contents

- Can monitor overall performance degradation for all or specific contents

- Hard to monitor FPS spikes / Frame Lag
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Monitoring Lag/slowdown better

- FPS monitoring to collect FPS distribution per time slot

- Along with various information
- Map, Character Type
- Recent Skills
- System environments (Graphic option / Screen resolutions)

- Can monitor overall performance including laggy experiences
- Still hard to reproduce, find cause and optimize
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Limitations in Finding Cause

using existing Performance Profiler

- Hard to use conventional profiler in game
- Client security solution denies whole access from outer process, including Visual Studio

- Many games had developer-mode profiler
- Many Had to define profile entries
- or had limitations in breaking down
- Hard to reproduce performance degradation

- Get an old system to reproduce
- Have to perform several experiments because of side effects like hard disk cache
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JYP - Just Yet-another Profiler ...y

- FPS monitoring with just-in-time Sampling profiler
- embedded sampled Call Stack info with FPS monitoring

- Can find performance hotspot when needed

- When frame rate drops
- When a player experiences lag

P ARTISTS
- Not to be confused with JYP, —
famous K-POP producer

(°2°)
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JYP - Challenges

- FPO (Frame pointer omission)
- Can not perform stack-walking properly with PDB
- Requires PDB to analyze properly
- Stack-walking by PDB is very slow

- Security
- PDB must be not accessible from client / publisher

- Performance
- Must not slow down gameplay
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JYP Prototype & PoC

- FPS distribution
with various tag filters

0

=

0

Available Filters

Availablg

FPS

0 s 10 0 2 0 = 0 as 0 55 o &

x| All 25.30 Zdiff

x | All 5065 @ diff

03D [C =D3D! " dSrenderer.cpp:153)
:ope: " cpp:1323) ; cpp:1254)
=D pif h (t h:460)
i ope G cpp:1323)
r =D P (F h:40)
. i . i r cpp:168)
+D3D9ShaderC: I [ i pp:340)
G 0 cpp 18] axzD3D: r d9renderer.cpp:149)
ax:D3D {Faxdevfram 49139 (* pp:320)
r =D3ID8ShaderC: r 09\d3dxbase.cpp:354)
i ppiil  ax:String:z~String i pp158)
r y axzoperator* (1) pp:1008)
axz:operator” f ppi1008) ax:Dy pp:370)
:D3D: u. hd3d 5D Pp:283)
i [ pp:285)
:D: i pp:530)
" a pp:373)
) ppi158) D r d9\d3d9shader.cpp: 252)
[ cpp:328) G pp:730)
403D (G 143690} axzRxFields Shadow (F) p:208)
ClientApp:run (f\axdev aiclenticlientapp.cpp:45) pp:1045)
ax:D3D (Paxdevtiran D it Pp:292)
5 i " pp1352)
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JYP Prototype & PoC

- FPS distribution
with various tag filters

- When clicked histogram,
can compare call stack
hot spots

16-18, 2016 #GDC16

a
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- Can grouped by
max frame interval as we

- Represents
laggy experiences well
and can break down
into call stacks and
find causes

Max Frame Interval

x| All 0-50ms #diff

x| All 50-100ms ¥ diff
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JYP Prototype & PoC

ax::D3DWertexBuffer:lock (f\axdeviframe

- Can grouped by
max frame interval as well

- Represents
laggy experiences well
and can break down
into call stacks and
find causes
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Doing more to prevent risks

- Major Stability Issues
» Crashes
- Memory Problems
- Lag/Slowdown Issues

- Doing more
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Doing more in Runtime, On-demand

- Often, need to put debug-log to find causes of not-reproducible problems

- Usually takes 1~2 weeks to develop, test, and deploy for average projects
running in multiple service regions

- Isn't there a way to track state easily on-demand?
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Live Watch technology

- Telemetry on-demand

Not only for debugging
But also for Data Analysis, Hacking Prevention, Service Operation
- Canretrieve variety of information that are not planned, prepared

- Doesn’t need to rebuild or redeploy
- which takes days ~ weeks to release

- Doesn't even need to add telemetry code
prevents log bloat
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Live Watch technology
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lua VM marshalling code to get the value
lu_read_hase_type({{lv_call{lv_va_to_a{?8736>.8.¢

GetMyChr()->GetSkillUseCount()

_take_addr{lv{lv_read_base_type{lv_call{(lv_va_to 1
5 GetMyChr()->GetSkillUseCount()

42 6

3

lua VM marshalling code to get the value

lv_read_hase_type({{lv_call{lv_va_to_a{?8736>.8.¢
_take_addr{lu(lv_read_base_type(lv_call{lv_va_to




4
GDC GAME DEVELOPERS CONFERENCE' March 14-18, 2016 ' Expo: March 16-18, 2016 #GDC16

“Blackbox” - a dashcam for a game

Blackbox Agent X

- Records gameplay video constantly
only activated for developers / QA team

. Ctrl+F12 directly pops up
JIRA create-issue-window
with recent gameplay video attached

- Equipped with functionalities
auto-login

ue Date | 2016-03-31

(eg. 3w 4d 12n) @

screenshots / edit to annotate s s st v e g e e

enables video preview with re-encoding
(JIRA doesn't support, had to download)
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“UserVoice” - hearing from user’s voice
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“UserVoice” - hearing from user’s voice
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Anomaly Monitoring
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Live Data Portal - Data Analysis On-demand

- Variety of reports from live data as a service

I n Cl u d I ng: ' NEXON Test Page Admin cso
B Notice
- Anomaly Reports = Lnenarraoe
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Bottomline

- In live services, mitigating and preventing risks are very important
Prevent service not to stay unstable

Making problem visible is important
In many cases, problems are not easily visible

If you make a solution or tool,

Make a solution easy-to-use, on-demand for everyone, and

Make a solution more reusable as you find duplicated costs
e.g. Crash Analysis, Data Analysis anytime for anyone

Minimizing time spent to recognize prevent risk is crucial
Whatever it takes time,
we can try to break it down to reduce time spent
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Thank You

iInnover@nexon.co.kr
https://twitter.com/_CKSong
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