Protecting the \ App Economy’

Securing Skill Based Games

A survey of common hacks and
techniques for remediation




Attacking the Server

- dDOS
— No real value for the attacker (unless perhaps, they’re your competition :-)

— Usually just "kids having fun”

« Penetration and subversion of the server itself
— Difficult, but real value for the attacker, so it attracts the grownup bad guys

— Certainly not impossible, as evidenced by the JP Morgan Chase intrusion over
the summer, where the attackers had obtained root credentials on at least 90 of
JPMC'’s internal servers.

« Network packet manipulation

— Alter the servers state by forging network traffic

— Usually accomplished from the client side, but technically an attack on the
servers state




Attacking the Client (server indirectly)

« Game Data Snooping and/or Input Grooming

— Aimbots / Triggerbots
— Radars / ESP

« Game Asset Modification
— Texture Hacks

« Game Logic Modification

— Collision Detection Disable

— Network Traffic Forgery
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Aimbots / Triggerbots
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Aimbots / Triggerbots ARXAN

— Protecting the \\ App Economy

« Aimbot definition

— Internal or external machine that tracks objects within a game view
and automatically aims and/or triggers the players weapon
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Aimbots / Triggerbots

- Background

— Three basic classes of Aimbots

» Color / Object Tracking Aimbots (COT)
* Client Hook Aimbots (CH)
» Graphics Driver Aimbots (GD)

— General Characteristics of Aimbot classes

« COT Aimbots

— Minimally invasive

— Computationally intensive
« CH Aimbots

— Maximally invasive

— Computationally lightweight

* GD Aimbots
— Balance between invasiveness and computational load




Color / Object Tracking Aimbots

* Theory of operation

— Screen scrape for color / objects
— Calculate vector
— Inject input via input drivers

» Detectability / Preventability

— Practically impossible to detect
— Effect can be mitigated with intelligent asset design

— Some hack augmentation such as asset color manipulation that
improves effectiveness can be effectively prevented




Client Hook Aimbots

* Theory of operation

— Hook particular functions within game client
— Scan game memory for objects
— Calculate vector

— Directly invoke firing functions or inject input via drivers or by
modification of game client resident buffers

* Detectability / Preventability

— Generally easy to detect
— Generally easy to prevent




Graphics Driver Aimbots

* Theory of operation

— Hook particular functions within the graphics driver DLL (mapped by
the game client)

» Often the hooked graphics function provides direct access to the
memory representing object coordinates

— Calculate vector

— Directly invoke firing functions or inject input via drivers or by
modification of game client resident buffers

* Detectability / Preventability

— Generally easy to detect
— Moderately straightforward to prevent
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Radars / ESP

Protecting the \ App Economy

« Radar definition

— Internal or external machine that tracks objects within world and
provides overview of target coordinates (usually a “top down” fixed
camera view)




Radars / ESP

* Theory of Operation

— Scans the local game memory identifying targets
« Requires knowledge of the game data structure
« Typically Hackers reverse engineer and publish offsets of data members

» Theoretically automated processing could be performed to reverse
engineer coordinate data by motion vector analysis of random data
triples and recording addresses that produce “sensible” vectors

* Detectability / Preventability

— If done properly, practically impossible to detect
— Preventable by runtime obfuscation of data
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Texture Hacks

* Texture hack definition

— Modification of texture data, usually to obtain transparency or
camouflage




ARXAN
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» Background

— Two common classes of texture hacks

« Wall hacks
— Make walls transparent

— Alter texture to visually expose enemies

* Chamming

— Alter enemy texture to visually highlight them
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Texture Hacks

« Theory of operation

— Alter texture data on disk
— Alter texture data in memory

« Detectability / Preventability

— |f done properly, difficult to detect, if done poorly, easy to detect
— Prevented through use of white-box cryptography and anti-tamper
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Collision Detection Disable
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Jetection Disable . ARXAN

Protecting the \ App Economy”

» Collision detection disable definition

— Modification of functions used to perform collision detection
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Collision Detection Disable

« Theory of operation

— Alter functions that check for character / object collision
— Typically all that is required is to disable the code (patch a return)

« Detectability / Preventability

— Easily detected
— Easily prevented with code hardening
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‘k Packet Manipulation ARXAN

* Network packet manipulation definition

— Modification or temporal disordering of data packets destined for
either the server or the client
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Network Packet Manipulation

- Background

— Network packet manipulation can be used to accomplish many types of
hacks

« Artificial lag
— Software based “lag-switch” (slow down rate at which all packets are tx’d/rx’'d)
* Look-ahead

— Software induced latency (see what other user action is, then send your action
with a prior timestamp)

« Hack report sinking
— ldentify hack reports going to server and disable or “undo” them

— General Characteristics of network packet manipulation

 Although in theory packet manipulation is possible outside of process space
most client/server games implement encryption which (if properly done)
renders this impractical




Network Packet Manipulation

« Theory of operation

— Hook the functions that encrypt/decrypt packets within the game
client process

— Because the hooked is in the code, pre/post encryption, encryption
offers no protection

« Detectability / Preventability

— Easily detected
— Easily prevented with code hardening




#100011010001=01111010101@11010

110001-01111010101&10001101&1000
| 1100011010001%0111101010181101C)‘ntfiam;4§£D!
—— 1 1101010181000110 181000 |

Questions?

|®100011010001=07H



11010001=01111010101@11010

f‘:‘;;'11101010181000110181000AR AN

)10001=01111010101@11010
201111010101&10001101&1000

Protecting the \ App Economy”

How Can Arxan Help?

0101&100011070007%1



Arxan Technology

- Anti-Reverse Engineering

— Prevent the attacker from understanding the code
« Obfuscation (at the machine code level)
* Encryption of .text (forces attacker to memory dump)

— Effective
« Immediately raises the barrier

« Software Anti-tamper

— Software version of the epoxy encapsulation for hardware

— Active guards that are injected into your games client binary at the
machine code level

 If attacker attempts to “pull the code apart” the code will “self-destruct”

« Code can cloak itself and only reveal itself once it is committed to completing
its function (e.g. hack report function)




Arxan Technology

« Software based whitebox cryptography

— Secures key material

« Key material remains encrypted at all times, even during cipher
operation

» Key lifting is extremely difficult

— When combined with code hardening, the code cannot be lifted from
game client binary

» Code hardening becomes the “epoxy” over the crypto chip

« Difficulty of lifting a key becomes similar in magnitude to lifting a key
from a hardware TPM

* |If the white-box is eventually compromised (typically measured in years)
breach mitigation is only a software update away
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Unprotected Program
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«IDA

Ede £k Search Yiew Debugger Options Windows Help

@~ =[BT | | £ -+ x| |lesmie=
¥2Re DRNW| FR]B ST /44 BB D v/ &
B En A - N x| o ;e W 5 &

v/l

.text:00407ADC dd 1Dh, 4FAOS9EGh, ShAh, OD4F1EC31h, 1D3h, 8404B216h, 87Bh
.text:08407ADC dd OC6E353DFh, 1CSh D 00

* .text:00L07FDC ; int off_lO7FDC
Ltext:00407FDC off_4O7FDC dd offset RegSetUalueExW ; DATA XREF: sub 413BAK+36)r D _CodFrameHandier ot H .
.text:00407FDC ; sub_H13BAN+DEYr ... D-wcww 00 o Ice.
.text:00407FED D wescpy 0
.text:0B407FED ; 1'SUBROUTINE !} D StglreateDochie (1]
.text:00407FED Ds tor. 00 .
Ltext:O0407FED ; Attributes: bp-based frane Dp;?;vm 00 EaS”
.text:0B4O7FED D 1I0FromSting 00
-text:00407FED public start D SysStingBsteLen P .
.text:0B407FED start proc near
S D Sysurn w disassembled
Ltext:00407FED arg_ 0 = dword ptr 8 D SysAocStingByteLen 00
.text:0B407FED arg 4 = dword ptr OCh D SysFreeSting w0 . .
.text:00407FED arg_8 = dword ptr 10h D SysalocSting 00 t t
Byt = o INStructuons
.text:00407FE0 push ebp O e mY
.text:00807FE1 nov ebp, esp < >
_text:BB407FES cap [ebpearg 4], 1 St
“text:00407FE7 jnz  short loc_wO7FF2 Lot rOng Cross

Ltext:00407FE? call Sub_48805E

e e e e

“text:0BAO7FEE test  eax, eax g2 indow ) f
Ltext:00407FF0 z short loc_%08012 Address Length T.. St e
-textOMNTFF2 ’ - s ew00. 00000019 C uZImbmmm re ere n Ces .
-text:00407FF2 loc_407FF2: ; CODE XREF: starte71j “ w200.. O0O000E C Module32Fest
* .text:BO4O7FF2 push esi os ‘va 00000000 C Module32Next H
* .text:00407FF3 push  [ebprarg 8] i : V I d d bl
* .text:O0407FF6 push  [ebpearg 4] tot00.. 00000018 C  InterdockedCompareExchange a | y rea a e
* .text:0B4O7FF9 push [ebp+arg_8] “*.tet00.. 00000000 C  kemell2dl
* .text:00407FFC call off_446118 = text00.. 00000011 C CLSID\V%s\\Version .
* .text:00408002 chp [ebp+arg_4], © " text00.. 00000003 C DataPath t f
| emesenmees o lenpearn R string references
* .text:00408008 jnz short loc_40800F .y 00000026 IritiokzeCrt BorAndS
* .text:88468000 call  sub_u08816 . I”‘g e E s ool piCourk
.text:0040800F oy S
.text:0840800F loc_46800F : ; CODE XREF: start+28tj daix00.. 00000005 C W
* .text:0040800F nov eax, esi 7 .data00. 00000005 C  L?2AAM
* .text: 00408011 pop esi =" data00.. 00000007 C AVFIMR
.text:00408012 “.* data00.. 00000007 C m5$0e@0
.text:00408012 loc_408012: ; CODE XREF: starte10Tj “ « Aduann  AoONNONC ~ [N ~
* .text:00408012 pop ebp < >
<
File 'C:\Documents and Se(nn?s\mhlberq\ny Documents\Visual Studio Projects\SEEEEEEEEGEGEEEEN ic successfully loaded into the database. -~
[Compiling file 'C:\Pro ram F1 es\IDA\1dc\1da.1dc"...

Executing function 'main’

Compiling file 'C: \?rogrun Fﬂes\on\wc\onload idc'...
Executing function 'OnL

IDA 15 analysing the 1npu: file

You may start to explore the ’mput file right now.
Propagating type m\‘or’mat\o
Function
The 1n1ti

Down  Disk: 116GB 0000730 00407FED: start
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Arxan Protected Program
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e

\Visual Studio Proj

find ( manual _ar

nts and Settings\mmehlberg\My Docume
Fle Edk Search Yiew Debugger Options Windows Help
@ - - ||HhHme|8| 1 |[e= dere ¥ 4| | =% x| [@80[L=
Eae D2ENW AR |OT |/4/4] BB B | v =3 &
B En S » N X[|9- #-wv S HKm~ f|| : 5 F||ub| &EFHAE
F | BN | NN | | N
() IDA View | 53 Hex ViewA | E ) Ew:,@ Imports | N Names | A Functions | ** Stings & Structues | En Enums |
_— —
|= DX [:]Nlmeswindaw
.text:00507FBC dd OC6E353DFh, 1CSh A0 Nome AN
* text:00407FDC ; int off_WO7FDC D maloc S
Ltext:00h07FDC of f_4O7FDC dd offset RegSetUalueExW ; DATA XREF: sub W13BAK36Lr
_text:00407FDC ; . D _CoftameHandier 0
SEEXEIOBUOTFED ; — === === = e D _wesicmp 00
.text:00407FED D wescpy 00
.text:00407FED public start D StgCreateDochie 00
.text:00407FED start: D StgOpenStorage 00
* .text:00407FEQ jmp near ptr EEDNEEN D ProgVasiartClear 0
SEEXEIOBMOTFED ; —— === === = = e e e
* _text:00407FES dword_BO7FES  dd 2ASDh, 4613CE9h, 7HCO8500h, 7SFFS620h, OC7SFF10h, OE9O87SFFh D lI0FromSting 0
.text:00407FES dd 4685Fh, ©C7D832Bh, 75F08BOOh, S7CSE90Sh, GC68BOOOLN 05"’5“_"93"*" o
.text:004O7FES dd 0CC25DSEh, 4E7HE900h, 12B000sh, S6533E75h, 4S68BEYh D SysStinglen 00
.text:00407FES dd OE9572BOOh, 456E4h, 46719E9h, OE9FYEBOOh, 462AEh, 46062E9h D SystocStingByteLen 0
.text:BO4O7FES dd 474E00h, 538674080h, OC383D6FFh, 73E9471Ch, 452h, 4EE9E676h D SysFreaSting 00
.text:00407FES dd OFF000451h, SBSESFDG6h, OE91C6AC3h, 4568Dh, HAFAOE9h D SysdllocSting 00
.text:B0407FES dd 47FF3300h, BE9E47D89h, 45578h, OE9DB332Bh, 4678Ch, 62BDE92Bh C ‘stat ®
.text:004O7FES dd OE92B0004h, 43021h, OD44S8DOOh, 30ASE9SOh, 8B2B0004h - TR on
.text:00407FES dd 3FE9DA4Sh, 2B00O462h, 453CHE9h, 6599E900h, 9SE90004h < >
.text:0O4O7FES dd 8900044Fh, 5D89DCSDh, S6B3E9EGh, 458BOBO4Hh, S9SDEYEGHh e 119 ch 158
.text:00407FES dd 772B0004h, 6041E970h, 189B0004h, SBAE9OO00h, 2BO0O4SBh
.text:0B407FES dd 6BDCHSBBh, 24E91CCON, 465h, S6FCSDBON, 4667AE9N, OE9S0ENTREI
.text:00407FES dd 44E7Ah, GE4458900h, 44CB7E9h, OC6852B00h, 7D890374h
.text:00407FES dd OFC4D83ENh, SB1EEBFFh, S8BECASh, ODEES3OFFh, 0C3000000n | Address Length T..  Sting
.text:B0407FES dd 83E8658Bh, 33FFFCADh, OBE47FFh, 33800000h, SAS1E9DBh ~*let00. 00000018 C  CreateTooheb32Snapshot
.text:00407FES dd 752B0004h, OE9086A3AN, 46270h, SO62E92Bh, 742B0004h - et00. OOOOOOCE ©  ModdeXFust
.text:00407FES dd OE45D3963h, 7D896B74h, 33E9S6FCh, OE9OOO459N, HSF37h 00 00000000 C  ModdedtNed
.text:00407FES dd OE445892Bh, 45179E9h, OC6852B00h, 708906374h, OFCHDB3E4H) - ¢
.text:00407FES dd 3929EBFFh, OC97HEASDh, OFFDCHSFFh, SCE9EO4Sh, 8BOOGuesh| ~ 'ox00. 00000018 C  IntedockedCompareExchange
.text:0B407FES dd 8BECASh, 6EES30FFh, 0C3000000h, 83E8658Bh, 33FFFCADh Aet00.. 00000000 C  kemell2dl
.text:00407FES dd 0DB3347FFh, 45696E9h, 8752B00h, OASE9086AN, 2BO0O466H | * tek00. 00000011 € CLSIDWXs\\Version
.text:00407FES dd 7HENSD39h, S470E908h, 752B0004h, S3GBE93CHh, 8B2BOOOAN | - 1et00. 00000003 C  DataPath
“text: 0OAO7FES 40 ASCAMESN, DEEBIZBO0N,  OFI7SAF 1Ch, ASIOEET. SFAREDONN |- e o ot
.text: E , 0 N - 5 .e
.text:0B4O7FES dd GE9530004h, 4SO4Eh, OEBF2EB2Bh, OE9C78BO2h, 45D74h . :Zg 0000000C E 'E,_H”:ds
.text:00407FES dd OEC8BSSC3h, 17087081h, 745C00000h, OEBCO3304h . :
* .text:884081FD db 8ah, 83h, 25h daa00.. 00000005 C MW
* .text:D0408200 dd offset dword_h46120
¢ .text:00408204 dd OFFC88300h, 4C25Dh, 90909090h, OFFFFFFFFh
* .text:B80408214 dd offset dword_487FES+11Fh
* .text:00408218 dd offset dword_407FES+12Ch
* .text:0040821C dd OFFFFFFFFh < b
<
. text:00407FED: Can't find name manual arg -~
.text:00407FED: Can't find name manual arg
. TEXT:00407FED: Can't Tind name manual arg
.text:00407FED: Can't find name manual arg
.TexT:00407FED: Can't Tind name manual arg
. TEXT:00407FED: Can't Tind name manual arg
.text:00407FED: Can't find name manual arg
.TexT:00407FED: Can't Tind name manual arg
. text:00407FED: Can't find name manual _arg

Notice:

|lda is unable to
disassemble
Cross references
unknown

Encrypted,
damaged, or
missing strings

Forced manual
analysis
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Specify guards that should be injected ARXAN
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¥ (=% SimpleSimon
.guarditproject
X| .project
P> (= .settings
€|z PassCheck.cpp
€| SimpleSimon.cpp
v 4 SimpleSimon.gsml
vt Config

¥rx Image: Simple_Simon
» 4 Guard (authentication): AuthenticatePassCheck
»4 Guard (obfuscation): CheckingCheckPassReturn
vlt Guard (encryption_wrapper): Encryption

¥rx Image: PassCheck
»[1 Range: PasswordFunctions
» 4 Guard (obfuscation): ObfuscatePasswordFunctions
wa Patch: PatchDisplayPass
v}t Guard (encryption_wrapper): Encryption
»4 Guard (checksum): ChecksumPassFunctions
» 4 Guard (checksum): ChecksumPassCheckVersion

=mSimple_Simon

[& guardit_project_config.xml

libPassCheck.dylib




ine to Process the Binary - ARXAN
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I3 BB N BRE Q] e

GuardIT Projects 23 =0 Welcome ﬂﬁﬂ SimpleSimon.gsml &2 =g
¥ nome 22 <protected_range>
I, SimpleSimon 2258 <include>
.guarditproject 2268 <range>
(X .project 227 <image_name>PassCheck</image_name>
» (= settings 228 <code>PassCheckVersion</code>
[€gPassCheck.cpp 229 </range>
3 230 </include>
@Slmple&mon.cpp 231 </protected_range>
V49 Simplesimon.gsml 2328 <invocation>
»gt Config 2333 <locationSet>
¥ix Image: Simple_Simon 2348 <include>
vif Guard hentication): AuthenticatePassChec 2358 <location>
+if Guard (obfuscation): CheckingCheckPassRetur 236 <image_name>PassCheck</image_name>
i Guard (encryption_wrapper): Encryption 237 <lal.Je1>GetPass</1abel>
¥ix Image: PassCheck 238 </location>
: N ) 239 </include>
»[1 Range: PasswordFunctions 240 </locationSet>
i Guard (obfuscation): ObfuscatePasswordFunct 241 </invocation>
g\ Patch: PatchDisplayPass 2428 <algorithm>
+if Guard (encryption_wrapper): Encryption 243 <use>fast</use> l
i Guard (checksum): ChecksumPassFunctions 244 </algorithm>
i Guard (checksum): ChecksumPassCheckVersic
[ElgSimple_Simon [21 problems | E] console %2 . onpenles] G B I 7 B-riv= 08
[X| guardit_project_config.xml GuardIT
[k libPassCheck.dylib __ZI6PassCheckVersionPc
> =5 TestDamageSecureData
» =% TestDeriveAes "PassCheck.ChecksumPassFunctions' successfully installed.

Lookup of substring 'GetPass' returns:
ij’ v = {|| ..27GetPassPc

P (= SimpleSimon "PassCheck.ChecksumPassCheckVersion' successfully installed.

Obfuscating 'PassCheck.all_guards' (level 2)... Ok.
690 instructions resulted in 1318 instructions.

"PassCheck._obfuscate_all_guards' successfully installed.
'Simple_Simon.Encryption' successfully installed.

"PassCheck.Encryption' successfully installed.

Finalizing program changes..... Lookup of substring 'PassCheckVersion' returns:
FDE for: __Z16PassCheckVersionPc

_-216PassCheckVersionPc

...Lookup of substring 'PassCheckVersion' returns:

FDE for: __Z16PassCheckVersionPc
_-216PassCheckVersionPc

Applying Encryption Wrapper Guard to image 'Simple_Simon'...
Applying Encryption Wrapper Guard to image 'PassCheck'...
Transformed image 'Simple_Simon' written to file '/Users/rennieallen/Documents/eclipse_demo/SimpleSimon/Protected/Simple_Simon' (27519 bytes, or 185% of the original image size).

Transformed image 'PassCheck' written to file '/Users/rennieallen/Documents/eclipse_demo/SimpleSimon/Protected/1ibPassCheck.dylib' (22140 bytes, or 226% of the original image size).

Protection completed successfully.

loe |




Test the Protection

Without tampering

greenheart:Protected rennieallen$ PATH=$PWD:$PATH ./Simple_Simon
Entering EW guard instance

Guard Encryption: invoked.

Integrity algorithm: fast
integrity/integrityvalue:

8b5110e7 /8b5110e7

Guard Encryption ran.

Guard Encryption exited.

Guard AuthenticatePassCheck: invoked.
Guard AuthenticatePassCheck: ran.
Guard AuthenticatePassCheck: exited.

Simple Simon 2.0

Enter Password: secret

Result is 1

(16231) Simple Simon met a pieman going to the fair;
(16231) Said Simple Simon to the pie man, let me taste your ware.

(16231) Said the pie man to Simple Simon, show me first your penny.

(16231) Said Simple Simon to the pie man, Sir, I have not any!

The results of the functions is: 20
begin: 3895

end: 26588
greenheart:Protected rennieallen$

Protecting the \ App Economy”

With tampering

greenheart:Protected rennieallen$ PATH=$PWD:$PATH ./Simple_Simon
Entering EW guard instance
Guard Encryption: invoked.
Integrity algorithm: fast
integrity/integrityvalue:
2a98d123 /2a98d123

Guard Encryption ran.

Guard Encryption exited.
Guard AuthenticatePassCheck:
Guard AuthenticatePassCheck:
Guard AuthenticatePassCheck:
Guard AuthenticatePassCheck:

invoked.
ran.
fired
exited.

Simple Simon 2.0

Enter Password: secret
Result is 1
(16231) Simple Simon met a pieman going to the fair;

(16231) Said Simple Simon to the pie man, let me taste your ware.

(16231) Said the pie man to Simple Simon, show me first your penny.

(16231) Said Simple Simon to the pie man, Sir, I have not any!

The results of the functions is: 20
begin: 3648

end: 25305
greenheart:Protected rennieallen$




Aimbots: GuardIT™ Specific Remediation ARXAN

» Color/Object Tracking

— Encrypt all character assets

* Prevents augmentation for color tracking (i.e. changing asset colors to make
characters easily identifiable)

* Client Hook

— Checksum functions that are used for weapon aiming or character
movement

— Repair functions that are tampered

* Graphics Driver

— Where the graphics driver DLL (e.g. DirectX) is the attack vector, utilize
Lhe Eogy detection guard (will fire if any standard DLL entry points are
ooke

— Repair functions that are tampered




Radars/ESP: GuardIT™ Specific Remediation ARXAN

* Generally not detectable if implemented by pure memory
scanning

* Prevention is generally the only viable option

— Use Data Obfuscation Guards to scramble character position data




Texture Hacks: GuardIT™ Specific Remediation - ARXAN

e

« Detection of manipulation of texture data on disk can be
performed using checksums of asset data

— Use Data Obfuscation Guard and Checksum Guards to protect the asset
checksum (in the game memory) from tampering

« Detection of manipulation of texture data in runtime memory can

be manually coded
— Calculate in-memory checksum of texture data at load time and store
this value using Data Obfuscation Guard to protect the checksum value

from discovery

* Preventable by using white-box crypto to maintain all assets in

encrypted form at runtime
— By linking environmental checks (e.g. debugger detection) to encrypted
routines that damage internal white-box data, texture assets will only be
properly constructed in memory if the game client is not being observed

or tampered




Coll. Detector Hack: GuardIT™ Specific Remediation: ARMWAN

* Detection easily accomplished with GuardIT™ Checksum
Guards

— Typically the coll. detector routines are relatively compact so
checksum is fast

* Preventable by utilizing repair guards to repair the tampered
code

— Since the detector routines are relatively compact, the performance
impact of prevention is moderate and is only paid by the hackers




Network Packet Hack: GuardIT™ Specific RemediationgaRN}AN

* Detection easily accomplished using GuardIT™ Checksum
Guards

— Checksum all network packet encryption functions

— No need to checksum the downstream functions as the data is
already encrypted

* Preventable with use of GuardIT™ Repair Guards and
TransformIT™ white-box cryptography

— Repair guards will restore tampered packet encryption functions

— White-box crypto will prevent attackers lifting the keys (which would
otherwise enable downstream attacks)
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